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Introduction

We take your privacy and the protection of your personal data very seriously. This Privacy
Notice sets out how Sylva Foundation (we, us or our) collects personal information from you
when you use our Digital Services. This Privacy Notice should be read in conjunction with the
general Sylva Foundation Privacy Notice.

Digital Services means any online service, web application, mobile application, portal, or other
digital platform provided, operated or managed by Sylva Foundation that enables users to
access information, submit data, communicate with us, or use our digital tools and services.
Throughout this Privacy Notice, the term Digital Services refers to all current and future online
services provided by Sylva Foundation unless stated otherwise.

This Privacy Notice was last updated on 215 September 2026. We regularly review the
policy and if necessary, make changes to it, for example, to reflect changes in legislation,
new technologies, other developments in privacy laws or any changes in how we process
personal data.

About us

Sylva Foundation is a charity registered in England and Wales (charity number 1128516) and
in Scotland (charity number SC041892). Sylva Foundation was established in 2009 and
focuses on promoting sustainable forestry and the use of home-grown timber while fostering
a society that lives in harmony with nature.

To provide our Digital Services, we need to process personal data, and we act as a controller
of your personal data when we do so. This means that we are responsible for the processing
of your personal data in compliance with UK data protection laws: the UK GDPR, the Data
Protection Act 2018 and the Data (Use and Access) Act 2025 (together referred to as Data
Protection Laws).

What personal data belonging to you do we collect?

Overview

Personal data is any information from which you can be directly or indirectly identified, and
processing refers to the collection, recording, storage, use, disclosure and generally any
other use, operation or dealing with personal data.

If you are required to provide any personal data to us which relates to other individuals, such
as family members, you agree that you will inform them about the contents of this Privacy
Notice and obtain any required consent in accordance with this Privacy Notice.

More information on the types of personal data that we collect and process about you is
detailed below. Please note that depending on your relationship with us (i.e., whether you are
a user of our Digital Services, someone who emails or calls us, or a supplier/third party
provider we use to run our operations), the personal data that we collect about you will vary
so please view the relevant section below which best describes your relationship with us.
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Depending on how you interact with us, some personal data will be required and some will
be optional. Where personal data is required, for example, to create an account, use our
Digital Services, enter into a contract, or respond to your enquiry, we will make this clear at
the point of collection. Provision of such data is generally a contractual requirement
necessary to enter into or perform our agreement with you, rather than a statutory
requirement, unless we tell you otherwise. If you do not provide required personal data, we
may be unable to provide you with the relevant service, process your enquiry, or fulfil our
contractual obligations to you. Any personal data that is optional will be identified as such at
the point of collection.

Users of our Digital Services
This section will apply to you if you are a user of our Digital Services. The Digital Services
provided by Sylva Foundation are set out in Schedule 1 to this Privacy Notice.

To create an account and use our Digital Services, you must provide your name and email
address, which are necessary to enter into and perform our agreement with you; if you do not
provide them, you may be unable to register for or use the Digital Services. Other
information, such as your job title and marketing preferences, is optional.

(a) What personal data do we collect and process about you?
(i) Name;
(i) Contact details such as phone number and email address;
(i)  Job title;

(iv)  Any information captured during any correspondence with you such as
telephone calls, and/or other written or email correspondence;

(v) Information about your marketing preferences; and

(vi)  Information obtained through our use of cookies and similar technologies such
as IP address and device identification. Please see our cookies policy at
https://sylva.org.uk/cookies/ for more information.

(b) How will we collect your personal data?

When someone uses any of our Digital Services, we use third-party analytics services
to collect standard internet log information and details of visitor behaviour patterns
such as the number of visitors to the various parts of the site. We do not make, and
do not allow our analytics providers to make, any attempt to identify those visiting our
website.

We also obtain personal data through our use of cookies and similar technologies
such as IP address and device identification. We use cookies to ensure that we give
you the best experience on our website. If you continue without changing your
settings, we will assume that you are happy to accept all cookies on our services. You
can change your cookie settings at any time.

(c)  What will we use your personal data for?

We only process personal data for the purposes described in this Privacy Notice. Data
Protection Laws require organisations to have a ‘lawful basis’ to collect and use
personal data. Our ‘lawful bases’ will be:

e itis necessary for the performance of a contract with you;

e we have your consent;
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it is necessary for legitimate business interests pursued by us or a third party and
your interests and fundamental rights do not override those interests. In each
case we will always consider your interests and undertake a balancing exercise to
ensure that our business interest does not cause you harm or override your own

interests; or

it is necessary to comply with our legal obligations.

Purpose for processing

To provide our online services
(myForest, Woodland Wildlife
Toolkit, Woodland Condition

Assessment, and Forest Lab).

To deliver newsletters and other
communications about our projects,
services, and events to subscribers
who opt in.

To undertake analytics and share
anonymised and aggregated data
with third parties to help improve
delivery of the service and for
research purposes.

To provide notifications and
targeted information through the
myForest Early Warning
Communication System (EWCS) to
support your use of our digital
Services.

To share anonymised Woodland
Condition Assessment information
with government agencies (Forestry
Commission and Natural England)
at low-resolution of 10km? for
strategic overview of woodland
condition at landscape, regional
and sub-regional scales.

To process financial transactions
via Stripe for the myForest service

Legal grounds for using personal data

It is necessary for the performance of
our contract with you.

We have a legitimate business
interest (to provide our online
services to you).

We have a legitimate business
interest (to update via newsletters
our subscribers and customers up to
date with events, projects and
services).

We have your consent to market our
products, services and events to you.

We have a legitimate business
interest (to improve and monitor our
products and services).

It is necessary for the performance of
our contract with you.

We have a legitimate business
interest to provide relevant tree
health alerts and notifications to
support your use of our Digital
Services.

We have a legitimate business
interest (to fulfil our data-sharing
arrangement with government
agencies to support landscape-scale
woodland monitoring).

It is necessary for the performance of
our contract with you.

We have a legitimate business
interest to ensure that payments are
processed correctly.
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We may share your personal data with:

(i) for the myForest platform, third-party service delivery partners with whom we
collaborate to provide the myForest service (only where you have given
consent);

(i) government agencies ) for any additional data (which may include limited
personal data) that you elect to share with them on a case-by-case basis via
your account settings;

(i)  research partners for Forest Lab (only where you have given consent and as
clearly indicated in your Forest Lab Account Settings);

(iv)  Stripe, our payment processor, for financial transaction data in the myForest
service (payment card information is stored by Stripe and is unavailable to
Sylva Foundation);

(v) third parties with whom data may be shared (consisting of regulators, law
enforcement agencies, and professional advisers); and

(vi)  in the event of restructuring or re-organisation, merger, sale or acquisition, any
person to whom we may assign or transfer our rights and/or obligations under
our agreement with you or any third party.

People who email us and people who call us by phone

This section will apply to you if you email us or call us by phone. This includes where you
contact us to request support or raise a query, which we manage using our helpdesk ticketing
system.

When you email or call us, your email address or phone number is provided to us as part of
the communication. Any additional personal data you share during your correspondence
(such as your name or details of your enquiry) is provided voluntarily. However, if you do not
provide sufficient information, it may limit our ability to fully address your enquiry.

(@)  What personal data do we collect and process about you?

Any email sent to us, including any attachments, may be monitored and used by us
for reasons of security and for monitoring compliance with Sylva Foundation policies.
Email monitoring or blocking software may also be used. When you phone Sylva
Foundation we may collect any information that you choose to share with us to help
us deal with your enquiry. For communications via email or phone, we may collect:

(i) Name;
(i) Email address; and
(iii) Further personal data you choose to share with us during correspondence.

If you opt to do so, we may contact you separately with information about the work of
the charity which we think may be of interest. You can opt-out at any time via a link
sent with any such communication by Sylva Foundation or by contacting us directly.

(b)  How will we collect your personal data?

All personal data is collected directly from you when you email or call us.

(c) What will we use your personal data for?
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We only process personal data for the purposes described in this Privacy Notice. Data
Protection Laws require organisations to have a ‘lawful basis’ to collect and use

personal data. Our ‘lawful bases’ will be:

e it is necessary for legitimate business interests pursued by us or a third party, and
your interests and fundamental rights do not override those interests. In each
case we will always consider your interests and undertake a balancing exercise to
ensure that our business interest does not cause you harm or override your own

interests; and

e we have your explicit consent.

Purpose for processing

To maintain general communications
and share marketing information about
Sylva Foundation's work, projects,
activities and events (which may include
information about relevant third-party
events or training).

To assist people who contact us to
request support or raise a query, which
we manage using our helpdesk ticketing
system.

(d) Who will we share your personal data with?

Legal grounds for using personal data

We have your explicit consent.

We have a legitimate business
interest (to maintain
communications and promote
events and services that might
be of interest).

We have a legitimate business
interest (to respond to queries
raised via our helpdesk ticketing
system).

Information will be retained on our Customer Relationship Management (CRM)
database. It will not be shared with any other organisations. Please note that we will
only add your contact details to our CRM database for these purposes if you are
already a registered user of our Digital Services. If you contact us via our helpdesk
and are not a registered user, your contact details will not be added to our CRM

database.

Suppliers or third parties

This section will apply to you if you are a supplier or third party with whom we engage as part
of our business operations (such as IT service providers, consultants, contractors or other
organisations engaged to support Sylva Foundation's operations).

To engage you as a supplier or third party, we will need certain personal data such as your
name, contact details, and bank details for payment. Provision of this data is a contractual
requirement and, if it is not provided, we may be unable to enter into or perform our contract

with you.

(a) What personal data do we collect and process about you?

e Name, date of birth and gender;

e Contact details, including address and address history, telephone numbers and

email address;

e Financial information, including bank details for payment;
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Information we collect about your employment status, job title and work industry;

Information we collect about you as a result of our onboarding, procurement or

due diligence checks; and

Information captured during any correspondence with you such as telephone calls

or written or email correspondence.

How will we collect your personal data?

Directly from you.

What will we use your personal data for?

We only process personal data for the purposes described in this Privacy Notice. Data
Protection Laws require organisations to have a ‘lawful basis’ to collect and use
personal data. We rely on the following ‘lawful bases’ when processing your personal

d
°

ata:

it is necessary to perform our contract with you;

it is necessary to comply with our legal obligations; and/or

it is necessary for legitimate business interests pursued by us or a third party, and
your interests and fundamental rights do not override those interests. In each

case we will always consider your interests and undertake a balancing exercise to
ensure that our business interest does not cause you harm or override your own

interests.
Purpose for processing

To engage and onboard suppliers,
business partners and third parties and
fulfil our contractual obligations

For internal business management
purposes such as: audit; security and
accounting purposes; obtaining legal or
professional advice from external
advisers

To comply with our legal obligations

Legal basis

It is necessary to perform our
contract with you.

We have a legitimate business
interest (to engage third parties
for business purpose).

We have a relevant legal
obligation to protect your
personal data.

We have a legitimate business
interest (to comply with audit
requirements).

We have a relevant legal
obligation or regulatory
obligation to protect your
personal data.

We have a legal obligation.
We have a legitimate business

interest (to comply with our
legal obligations).
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Purpose for processing Legal basis
For purposes related to a merger, ) We have a legitimate business
acquisition, sale or restructure interest (to buy and sell

companies as appropriate).

To communicate with you and assist with It is necessary to perform our
any complaints you may have contract with you.

° We have a legitimate business
interest (to handle and assist
with any complaints you may
have).

° We have a legal obligation.

(c)  Who will we share your personal data with?
We may share your personal data with:

e our third-party service providers who we engage with to provide fundamental
business support required to run our operations efficiently such as IT suppliers,
document management providers, software platform providers and information
security providers;

e regulators and law enforcement agencies including the police and the UK
Information Commissioner's Office; and

e in the event of restructuring or re-organisation, merger, sale or acquisition, any
person to whom we may assign or transfer our rights and/or obligations under our
agreement with you or any third party.

Using your personal data for marketing

From time to time, we may send you marketing communications by email about our services
which we think you might be interested in or which you have asked us to provide you with.
However, please note that you can, at any time, opt-out of receiving such marketing
communications from us by:

e following the unsubscribe link in our marketing emails; or
e contacting us and telling us using the contact details set out in section 10.
You can change your opt-in/opt-out options at any time in your account settings.

Automated decisions and profiling

Automated decision-making and profiling is the process of making a decision about you
without any human involvement based on characteristics set out in personal data provided to
us by you which produces legal effects concerning you or otherwise significantly affects you.
We do not currently use your personal data to carry out any such automated decision-making
or profiling.

We may, however, use your personal data to provide you with notifications and targeted
information to support your use of our Digital Services, including through the myForest Early
Warning Communication System; this does not involve any decision that produces legal
effects concerning you or otherwise significantly affects you.
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Data transfers

Sylva Foundation does not routinely transfer personal data outside of the UK and/or the
European Economic Area (which means all the European Union (EU) countries plus Norway,
Iceland and Liechtenstein, together EEA).

If personal data is transferred outside the UK/EEA, including through a third-party service
provider, Sylva Foundation will ensure that appropriate safeguards are in place to protect the
personal data and comply with Data Protection Laws including the UK's International Data
Transfer Agreement where required.

How do we protect your information?

Protecting your personal data is a serious responsibility and one which we take great care in;
we implement a range of technical, physical and organisational measures to ensure that your
personal data is kept confidential and secure; these include but are not limited to:

(a) having role-based access controls to restrict and limit personal data to those who
have a necessity to access or process the data for the purposes set out in this Privacy
Notice;

(b) maintaining our internal data protection and security policies which govern the use,
storage, protection and general processing of personal data including considering
updates to policies where necessary;

(c) implementing firewalls, password protections and encryption; and
(d) delivering mandatory regular data protection training to all employees.

Please note that where you have created a password on our Digital Services, you are
responsible for keeping this password safe and confidential. Do not share your password
with anyone.

How long do we retain your personal data for?

We will generally retain your personal data for no longer than three years after the end of
your relationship with Sylva Foundation or after the purpose for processing has been fulfilled,
whichever is later, unless a longer retention period is required by law. Information will be
retained on our Customer Relationship Management (CRM) database where applicable.

Please note that environmental data provided through Forest Lab will be retained in
perpetuity for reasons of long-term scientific interest, even after personal data has been
removed from stored records.

If you have any questions in relation to the retention of your personal data, please contact us
using the details provided in section 10.

Your rights

Sylva Foundation endeavours to be as open as it can be in terms of giving people access to
their personal information. Please keep us informed if there are any changes in your details
or the information you have provided us with as our records should reflect accurate and up to
date personal data.

Data Protection Laws give you a number of the rights (as set out below) which you can
exercise at any time by contacting us using the details provided in section 10:

(a) the right to access your personal data: you are entitled to a copy of the personal data
we hold about you and certain details of how we process it. If we do hold information
about you, we will give you a description of the information, tell you why we are
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holding it, tell you who it could be disclosed to, and let you have a copy of the
information in an intelligible form;

(b) the right to rectification: you can ask us to correct any information about you that may
be out of date, incorrect or incomplete;

(c) the right to restrict processing: you are entitled to ask us to stop using your personal
data in limited circumstances, for example where you think the personal data we hold
about you is inaccurate or no longer necessary;

(d) right to erasure: you have the right to ask us to erase your personal data in certain
circumstances, for example where you withdraw your consent (if we rely on consent)
or where the personal data we obtained is no longer necessary for the original
purpose. However, please note that this right will need to be balanced against other
factors such as our legal obligations which mean we cannot comply with your request;

(e) right to data portability: you have the right, under certain circumstances, to ask that
we transfer personal data that you have provided to us to another third party of your
choice;

(f) the right to object to marketing: you can ask us to stop sending you marketing
messages at any time. You can exercise this right by clicking on the "unsubscribe" link
which is contained in any email that we send to you;

(9) the right to object to processing: where we process your personal data based on our
legitimate business interests (as indicated in this Privacy Notice), you can object to
our processing, however please note that this objection is not absolute and will need
to be considered against our own legitimate business interests. We will always
consider your objection and determine whether or not our legitimate business
interests prejudice your privacy rights;

(h) the right to withdraw consent: we have set out above where we may ask for your
consent for certain uses of your personal data however you have the right to withdraw
your consent at any time;

(i) rights related to automated decision-making: you can ask us to review automated
decisions we make about you, and you can ask us to not hold you to a decision that
has been made solely in an automated way. However, please note that we do not
undertake any automated decision-making; and

)] right to lodge a complaint with the UK's data protection regulator, the Information
Commissioner's Office (ICO) at the ICO website: https://ico.org.uk/. Making a
complaint will not affect any of your legal rights or remedies under the Privacy Notice
but we encourage you to contact us first if you have any complaint so that we can
have an opportunity to resolve your complaint.

Please note that not all of your data subject rights will be absolute; this means that there may
be some circumstances where we may not be able to comply with your request for example if
it would conflict with our responsibility to comply with our legal obligations. However, if we
cannot comply with your request, we will tell you the reason and we will always respond to
any request you make. To make a request to Sylva Foundation for any personal information
we may hold, you need to put the request in writing addressing it to our nominated Data
Protection Lead) at the address provided below.

Contacting us

If you have a question about this Privacy Notice, how we use your personal data, or if you
are not happy with how we process your personal data, please contact us:

(a) By email — dpo@sylva.org.uk

Charity registered in England and Wales 1128516 and in Scotland SC041892

Page | 9


https://ico.org.uk/

SYLVA

FOUNDATION

(b) By post - Data Protection Lead, Sylva Foundation, Sylva Wood Centre, Little
Wittenham Road, Long Wittenham, Oxfordshire, OX14 4QT

Sylva Foundation is registered with the Information Commissioner’s Office (ICO). Our
Registration Number is Z1773491.
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Schedule 1 — Services

1. myForest, hosted at www.sylva.org.uk/myforest;

2. Woodland Wildlife Toolkit, hosted at woodlandwildlifetoolkit.sylva.org.uk;
3. Woodland Condition Assessment application, hosted at woodlandcondition.sylva.org.uk; and

4. Forest Lab, an optional set of tools provided within myForest.
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